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Abstract:

This exploratory study uses PRISMA and current evidence to examine auditors' perceptions
on blockchain technology. The project will analyze literature to determine the benefits,
drawbacks, and effects of integrating blockchain technology into audit practice. Secondary
data analysis reveals that blockchain's immutable and auditable records primarily enhance
audit transparency and correctness. The results indicate that widespread acceptance is
conceivable despite technological complexity, implementation costs, and regulatory
concerns. The literature also suggests that blockchain can reduce fraud and errors;
however, this requires a significant shift in audit methodology at large scales and
alignment with regulators to implement regulatory compliance and standardization. This
report consolidates auditors' current impressions of blockchain and highlights key areas
that require attention for successful adoption. This research can help auditors,
policymakers, and researchers prepare for future blockchain technology auditing studies
and practical actions. This study used a systematic review, analysis, and synthesis of
current papers to show why auditing is going through one of those transformative moments
for blockchain technologies. It showed how much blockchain can transform audits, but it
also reminded us that strategic planning and regulatory support are needed to face these
issues head-on.
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1. INTRODUCTION

1.1 Rationality of the study:

In recent years, blockchain technology has emerged as a disruptive force with
transformative potential, particularly within the realm of auditing practices (Silva
et al., 2022). As a decentralized and cryptographically secure ledger, blockchain
introduces a paradigm shift in how financial transactions are recorded and verified
(Silva et al., 2022). Its application extends across various business operations, and
its impact on the audit profession is becoming a focal point in contemporary
discussions (Brender et al., 2023; Mohan et al., 2023; Quraishi et al., 2025; Silva et
al., 2022). In the evolving landscape of auditing, the adoption of blockchain
technology is marked by its promises of enhanced transparency, security, and
efficiency in financial processes (Mohan et al., 2023; Quraishi et al., 2025; Silva et
al., 2022). The Big Four audit firms, Deloitte being a pioneer with its blockchain
lab in Dublin, have actively engaged in understanding the implications and potential
applications of blockchain, smart contracts, and asset tokenization in the auditing
ecosystem (Silva et al., 2022; Atik & Kelten, 2021). Despite previous literature
reviews delving into blockchain in accounting and auditing, there remains a critical
gap that necessitates a comprehensive synthesis of current impacts and potential
effects on audit practices (Silva et al., 2022).

This study provides crucial insights into the practical implications of blockchain
adoption in the industry. It serves as a foundation for current research, facilitating
a systematic exploration of these applications. Johnson and Smith's (2022)
systematic review and bibliometric analysis have revealed a significant rise in
academic interest in blockchain's role in financial services over the past decade
(Brender et al., 2023). Their findings illuminate a diverse array of research themes,
including but not limited to regulatory challenges, smart contracts, and the
integration of blockchain with existing financial infrastructures. The present
research aspires to build upon these foundational works, broadening the scope and
depth of understanding pertaining to blockchain's multifaceted influence on
financial services.

Although the potential of blockchain technology in finance is widely recognized, a
comprehensive understanding of its trajectory remains elusive. This paper
endeavors to address this knowledge deficit through a systematic review and
bibliometric analysis of the existing literature. Our objective is to cast light on
blockchain's pivotal role in shaping the future of financial services, scrutinizing the
key themes, trends, and contributions that have facilitated its adoption.

While the significance of blockchain technology in finance is widely
acknowledged, a comprehensive synthesis of the existing research landscape is
notably lacking. There is a critical need to consolidate disparate knowledge and
discern emerging trends, thereby providing valuable insights for scholars,
practitioners, and policymakers.

This research contributes to the field by providing a comprehensive overview of
blockchain's journey in auditing services. Through systematic review and
bibliometric analysis, we aim to identify research gaps, influential authors, key
themes, and trends, thereby offering a holistic understanding of blockchain's role in
the financial sector.
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1.2 Research Questions:

- What are the scholars' and industry experts’ views about blockchain's
contribution to audit practices?

- In what way did a variety of studies tackle the possible applications/ potential
promises, and where are contradictions or limitations happening?

- What are the primary benefits and challenges of using blockchain technology
identified in the literature concerning auditing?

2. METHODOLOGY:

The systematic literature review is often considered more objective,
comprehensive, and replicable. This systematic review explored studies that have
examined stakeholders’ perceptions of Blockchain in Auditing. We have taken a
total of four significant and innovative steps: searching, evaluating, merging, and
analyzing to ensure that the bibliometric evaluation and systematic review are based
on an open and transparent assessment of relevant previously published research.
This approach produced extensive searches of relevant databases and ensured, as
far as possible, that all literature on the perception of Blockchain in Auditing was
identified. Next, we discuss our search strategy, inclusion and exclusion criteria,
and data analysis.

2.1 Search Strategy: A systematic search was performed to identify relevant articles
published in the database from January 2020 to December 2023. The search was
restricted to a reputable and widely known database, Scopus, which had been
selected for its sophisticated search and quantitative features. The selection of
Scopus was based on its vast collection of peer-reviewed articles, covering nearly
all fields of study.

The strategies and procedures used to conduct inquiries into databases for this
investigation are shown below:

Table 1: Strategies and procedures used to conduct inquiries into databases

Search Focus Search Research | Period | Search Sortby | Total
Field Database Keywords Number of
Papers
Perception of Title, Scopus 2020- “Blockchain” | Relevanc | 861
blockchain in Abstract, 2023 AND “Audit” | e
auditing Keyword

2.2 Procedure of Assessing Literature: The PRISMA flowchart, which stands for
Preferred Reporting Items for Systematic Reviews and Meta-Analysis, was used by
the researchers to assess the appropriate literature for this investigation. The authors
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classified the relevant papers appropriate for inclusion by following the recently
updated PRISMA 2020 rules.

2.3 Synthesis of Literature: After an organized classification process, 28 relevant
articles in total were selected to present their bibliographic details. Understanding
the use of thorough bibliographic data in analyzing research trends.

Figure 1: Prisma Chart for reporting systematic review.

Records removed before screening:

Records identified from: Based on the Time Frame between 2020-2024 (n= 154)
Databases (n = 861) Based on the criteria “Not Article” (n = 344)
. Scopus Based on the publication stage “Final® (n=19)

Based on defined Keywords (n = 32)
Based on Language (n= 5)
Based on Open Access (n = 160)

|

Records screened based on
abstract and tithe _ -
{n=147)

Records excluded (n = 22)

Reporls Screened by access
{n=125) Rapors not ralrgved through access (n = B6)
Raports sought for by full text - | Reporis excluded (n=T)
(n=33)
I Reporis excluded

Roports assussod for oligibilily . Based on Impact (n=0)

(n=32)

Based on blased (n =0)

1 Based on unveliability {n = 4)

Studies included in review
{n=28)

2.4 Literature Search Strategy

To research the theme of "Auditing people's Perceptions about Blockchain®, he
follows the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-
Analyses) instructions looked for books. In his search, he consulted various journal
papers, conference proceedings, and market research surveys to identify recent
academic articles, which could be found through Scopus. The reason why Scopus
was chosen as the database is that it is interdisciplinary, containing peer-reviewed
journal articles, conference papers and patents. It also provides tools for citation
analysis and research trends, making it suitable for systematic review other meta-
analyses--editor
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Keywords and Search Suggested combination of key words and A search strategy
was later explained in the Instructions for Authors in previous articles terms. To
ensure that all articles about blockchain technology, its implementation, and effect,
along with field reports, were retrieved, the primary keyword used in his search was
“Blockchain”. In the same way, this word, "Auditing”, had no etymological
relatives and thus became a guarantee of focusing only on auditing methodologies;
no others need be considered. With "Perception™ added, we began searching for
information on how personnel in the auditing area perceive legibility. “Impact” is
really a vague concept: of what kind, extent, and direction is not given; it seeks
literature focusing on the impact of blockchain technology on auditing.
“Challenges” is used to find books about the issues faced in connecting blockchain
with auditing. The term “Benefits” is used to encompass research conducted by
individuals in the fields of accounting, auditing, and others, which examines the
advantages of using blockchain technology. “Systematic Review” is selected to
locate any published systematic reviews and meta-analyses on auditing.

2.5 Search Strings: The search string links the keywords and search terms together
with Boolean operators. We used one search string: “Blockchain’ AND "Audit
People's Perceptions OR Perception”. The search strings with Percent Symbols
were tailored to suit the grammar rules used by the database.

2.6 The Criteria for Inclusion and Exclusion: The search results were further refined
using the following inclusion-exclusion criteria:
2.6.1 Inclusion Criteria:

e Atrticles and conferences that are peer-reviewed

e All studies that have been published in English

e They should be published in the last 10 years, 2014-2024

e Studies that directly affect perceptions of blockchain in the accounting field

2.6.2 Exclusion Criteria:

e Non-peer-reviewed articles like editorials and opinion pieces

e The studies where the full text is not available

e Publications that do not address accounting or blockchain technology in any
depth

e Double published works and works in languages other than English

2.7 Study Selection:

The initial search yielded a large pool of results when screened by title and abstract.
Full-text articles were obtained for studies that met our previously established
inclusion criteria. An additional scan, based solely on the full-text article itself,
factored out those of questionable accuracy and limited relevance.

2.7.1 Data Extraction:

Standardized forms were used to extract data from the selected studies concerning
authorship, publication year, study design, number of subjects studied, and the
different methodological approaches taken, what key findings were arrived at as
well as conclusions drawn.
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2.7.2 Quality Assessment

According to PRISMA guidelines-based criteria, the quality of included studies was
evaluated. This included an assessment of methodological rigor, whether the
research questions were closely related to topics in the substance of a particular
area, illuminated by sound research, and whether there was any elegance or insight
in both thorough and elegant data analysis.

2.7.3 Data Synthesis

We synthesized the extracted data to identify common themes or trends in the
literature surrounding the perception of blockchain from an auditing perspective. A
narrative synthesis was employed to present the findings, with qualifiers and
quantifiers used where appropriate. Following this process in full, it was intended
to yield a coherent and comprehensive overview of how accountants perceive
blockchain technology.

2.7.3.1 Blockchain: The addition of this keyword signifies that the search results will
be focused on literature discussing blockchain technology, its applications, and how
this relates to various areas of accounting.

2.7.3.2 Auditing: This key term links up with the specific professional context of
audit. At present, blockchain technology is being explored in auditing only; hence,
by incorporating "auditing”, your search results will be limited to literature dealing
with that subject matter alone.

2.7.3.3 Perception: This keyword covers objective viewpoints, attitudes, and levels of
trust about blockchain among auditors. It is necessary to use 'perception’ to
understand the different perspectives of participants, including auditors, clients, and
regulators, who accept or oppose the adoption of blockchain technology, as well as
how they view its implementation effects.

2.7.3.4 Impact: The word "impact” is used here to locate papers that discuss the
effects of blockchain on audit practice. This keyword is essential for obtaining an
understanding of both the positive and negative broader implications for auditing
practice.

2.7.3.5 Obstacles: In 'obstacles', we are referring not only to what is difficult with
introducing blockchain into audit and accountancy systems, but also to the
limitations. By using this keyword, you can find both practical limits and problems
that are theoretical when you try to adopt a technology like blockchain.

2.7.3.6 Advantages: This keyword encompasses studies that look at the benefits and
sound effects that blockchain brings to audits. If we include 'advantages', it allows
for discussion of promising improvements, or even efficiency increases in audit
processes brought about by blockchain technology.
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2.7.3.7 Systematic Review: "Systematic review" provides an optimized recall by
selecting relevant titles. By including this keyword, you ensure that your search
results contain evidence as well as conclusions gained in previous research articles.

3. ANALYSIS:

The primary basis of the literature search was solely based on keywords. Keywords
in literature played a crucial role in connecting one piece of literature to another. In
Figure 1, we can see the visual representation of the Pearson Correlation
Coefficient, which was used to determine the relationship between the keywords of
the profound literature. On the other hand, Figure 1 also represents the strength of
the relationship between keywords. One of the primary reasons for choosing the
Pearson correlation coefficient for conducting the analysis is that the relationship
can be measured through numerical value holdings. In Figure 2, the relationship
between the keywords is explored by the literature findings. The relationship
between the keywords has revealed some previously unexplored connections. The
unexplored links unravel a very interesting fact of the literature that may have been
overlooked. But on the other hand, the unexplored link might lead to literature that
is not included in the study. The keywords that have been used to measure
relationships are solely based on literature and some that were used for an utopian
view on the matter but were not included in the screening process. In this systematic
process, the unexplored links can be determinants of the lack of relationship buildup
between the literature that is not considered in most systematic literature reviews.
The Pearson correlation reveals three previously unexplored links between papers
that were not identified by the screening process. Mostly, the links that have not
been addressed in the literature can be a further review structure for future papers.
In the process of determining the structure of the systematic review, quantitative
backing can lay a strong foundation altogether

In Figure 3, the diagram illustrates the keywords extracted from research articles,
color-coded for clarity. Apart from that, the relationship between the keywords
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Figure 2: Items clustered by word similarity [Source: PRSIMA, Litmap, 2024]

Items clustered by word similarity

D S J
v O RS
. & % 3 e 5 o & ¥
<, S X o " c g8 Q &
S 3 2 o 0 5 < S (o) &
&) [© [¢] < Q@ o N < & 2
) 2 © O o (%] ] ) < S
(& e w o4 O o o) < &
(o) e e 0 T © (Y] o1 N N
AR & & 9 8
x %) % w L] & OQ
% & e & &
(S LA
K /Q \ & ¢
% ?
Or
G,
Pr, RO
OCSS: &
5 PR
Ofthe bl Ss
O¢ ; wof
k haln a\,\d\to
o .
fblockchain auditors
literature automation
ledger technology banking
\edge’ banks
b
o e(’“(\e"\ /OC/(
\
Ao %,

« 6/76/‘
“\\e N
o\ ;

K0
‘\(\\)0 e//)‘é
& %,
8,
.@Q (4
P £ o o
> O
& & S,
® & 8 F o - 3 % %
S £ § g8 v usx23 9% 8 %
€8 " EE IR R
O & 8 o o 2 3
N g £ * a3 3 & =2 <
5 9 @ 8 g & 0 %
2 8 s 2 Z 3 % 7
.
T B B B @
s 8 &= "%
c o 2.
€ % g
5}
5
Q

224



Interciencia Journal ISSN: 0378-1844

2025 50(7) | —

Figure 3: Literature Relation Analysis
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Figure 4: Literature Mapping based on Impact on the topic [Source: Litmap,

2024 using Harvard Referencing System]
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3.1 Key themes:

3.1.1 Effects of blockchain on audit process: Some other articles in this area explore what
a vast difference auditors will have by using Blockchain, developing transparency,
reducing pattern errors, and making the audit procedure more efficient. These
reports examine the feasibility of enabling real-time transaction verification from
database audit trails using an immutable ledger. Connecting the scope of this testing
question to how auditors view blockchain benefits relative to traditional auditing
processes.

3.1.2 The positive effects of blockchain on auditing: Over half the papers that were
included focus on how blockchain has improved security measures related to data,
financial report accuracy, and reduced potential for fraudulent activities. These
benefits are often cited as reasons why blockchain appears to be a promising
technology in the auditing industry. This finding is consistent with the research
question, which reveals why blockchain has a good reputation among many
auditors.

3.1.3 Challenges and Barriers to Adoption: In their works, they also address the
disadvantages of adopting blockchain in auditing, which include regulatory
limitations or uncertainty, excessively high implementation costs, lengthening
investment payback period, as well as a requirement for qualified personnel. This
is pertinent to the research question as it shows why an auditor might be skeptical,
reluctant, or hesitant about blockchain technology more broadly

3.1.4 Blockchain Acceptance and Auditor Perception: Quite a few studies in abstraction
specifically address where auditors are within their knowledge, readiness, and
opinion on blockchain. They explore how ready the auditing industry is to
incorporate blockchain and whether auditors see it as a replacement for traditional
audit skills or an add-on. This aligns very much with the overall goal of exploring
and understanding attitudes within this context.

3.1.5 Perception difference: The scholars share some studies in which they provide us
with a perception difference about how different global regions and sectors view
new technology. Some papers evidence that the finance and manufacturing sectors
are more commonly audited on a blockchain than others. This contrast helps
illustrate how attitudes toward blockchain can vary based on either geographical or
industry-specific features.

Combined, the selected papers provide a holistic understanding of blockchain
auditing by complementing each other, illustrating the pros and cons of its adoption.
Some research focuses on the technical advances of blockchain, whereas others
delve into human elements, such as auditor training and regulatory challenges. This
provides a comprehensive understanding of how auditing firms perceive blockchain
and presents various dimensions for future consideration.

227



Interciencia Journal ISSN: 0378-1844

2025 50(7) | —

4. DISCUSSION

This burgeoning interest in blockchain stems from its key characteristics, including
decentralization, cryptographic security, and immutability, which collectively
redefine the way transactions are recorded and verified in a tamper-resistant manner
(Brender et al., 2023). The need to understand the transformative potential of
blockchain in auditing is underscored by its ability to reshape traditional audit
processes, leading to increased efficiency and accuracy (Silva et al., 2022). As the
audit profession faces these inevitable shifts, there is a call for a consolidated
examination of the current state of legislative agendas and their potential influence
on CPA firms (AICPA, 2018; Reza & Quraishi, 2025). Additionally, educational
initiatives, such as the AICPA's Blockchain learning program, reflect a proactive
approach to equipping practitioners with the necessary understanding of blockchain
technology and its practical applications in business contexts (AICPA, 2018).
Auditors, being at the forefront of evaluating financial practices, are integral
stakeholders in understanding and adapting to the transformative potential of
blockchain technology (Silva et al., 2022; Gauthier & Brender, 2021). The current
state of auditing standards for information technology (IT) reveals a growing
demand for standards that align with the rapidly changing IT environment (Gauthier
& Brender, 2021). In this context, auditors perceive existing IT auditing standards
as vague, particularly in light of emerging technologies such as blockchain
(Gauthier & Brender, 2021). Notably, there is a consensus among auditors that
blockchain-specific standards would provide much-needed guidance, ensuring
consistency and quality in the audit process across CPA firms (Gauthier & Brender,
2021).

The auditors' perspective sheds light on the challenges posed by blockchain's
unique infrastructure, where the volume of transactions is relatively small compared
to centralized systems, making it complex and challenging for end-users to grasp
(Gauthier & Brender, 2021). The implementation of blockchain in business
processes, including cryptocurrency wallets, raises concerns about the reliability of
data stored in the blockchain and the security of the underlying network (Gauthier
& Brender, 2021). Auditors emphasize the need for blockchain-specific standards
to address these challenges, ensuring consistency and reliability in auditing
processes (Gauthier & Brender, 2021). Blockchain's potential for mass adoption is
acknowledged, but auditors foresee a gradual process, spanning several years or
even decades (Gauthier & Brender, 2021; lansiti and Lakhani, 2017; Behlendorf,
2016; Quraishi & Reza, 2015; Quraishi & Islam, 2014; Quraishi & Mahtab, 2014).
Despite the recognized potential, auditors’ express uncertainty regarding the
relevance of current auditing standards in the face of new technologies, highlighting
the need for proactive development of IT-related auditing standards that specifically
cater to the evolving blockchain landscape (Gauthier & Brender, 2021). The unique
contribution of this study lies in its in-depth examination of the adequacy of current
auditing standards for companies utilizing blockchain. This under-researched area
demands specialized attention (Gauthier & Brender, 2021).

The audit profession faces a significant juncture marked by the potential disruption
posed by blockchain technology (Barandi, 2020). As the need for financial
statement audits persists, inherent limitations in traditional auditing methods are
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being identified, prompting a reevaluation of audit processes that considers
blockchain adoption (Barandi, 2020). The transparency and accountability offered
by blockchain, coupled with its ability to ensure transaction integrity, present a
transformative opportunity for auditors (Barandi, 2020). In the exploration of
blockchain's role in audit processes, the replacement of traditional trusted third-
party auditors with decentralized smart contracts is highlighted as a promising
avenue (Barandi, 2020). The utilization of blockchain in ensuring transparency and
auditability in charity management platforms further underscores its potential in
enhancing the trustworthiness of auditing outcomes (Barandi, 2020). The theory of
transaction cost economics is drawn upon to elucidate the implications of
blockchain technologies on audit functions, emphasizing their ability to
decentralize and reduce transaction costs, thereby fostering trust between public
auditing authorities and audited companies (Barandi, 2020).

The study envisions a future where blockchain, while revolutionizing the audit
process, becomes a supporter of other disruptive technologies (Barandi, 2020). The
audit profession's role is depicted as evolving from a reliance on traditional auditing
methods to a more technologically adept approach, where blockchain aids in
automating routine auditing tasks and enables near-instant verification of
transactions (Barandi, 2020). Despite this revolutionary potential, the professional
judgment of auditors remains indispensable, particularly in evaluating the
reasonableness of values estimated by the audited company's management
(Barandi, 2020). As blockchain continues to reshape audit processes, the focus
shifts to its role in expanding the coverage of audited items, enhancing the level of
assurance provided by auditors, and ultimately elevating the perception of the audit
profession (Barandi, 2020). The potential for blockchain bridges the gap between
traditional auditing methods and emerging technologies marks a crucial turning
point in the evolution of the audit profession. This segment underscores the
transformative potential of blockchain in revolutionizing audit methodologies and
redefining the role of auditors in the digital age.

Blockchain technology, heralded as a transformative force in various sectors,
particularly in auditing and accounting, sparks a dichotomy of perspectives.
Proponents highlight its potential to revolutionize transparency, security, and
efficiency in financial processes, while skeptics express concerns over its
complexity, adaptability, and potential risks.

Advocates of blockchain technology, especially within the auditing profession,
emphasize its capacity to enhance transparency and trust. Gauthier and Brender
(2021) note the potential for blockchain to transform intermediary activities, such
as audit and control processes, due to its key features, including transparency,
traceability, and decentralization. The implementation of blockchain-specific
standards is seen as a means to ensure consistency in the audit process across CPA
firms, thereby improving the reliability of data stored in a blockchain (Gauthier &
Brender, 2021). The positive impact extends to data integrity audits, with
collaborative blockchain technology offering enhanced security and transparency
during the audit process (Mohammad Ahmad Alnaimat et al., 2023). Blockchain's
role in reducing transaction times and automating entry-level procedures is lauded
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for improving the efficiency of accounting staff and facilitating real-time data
analysis (Al-Shbail et al., 2023). Additionally, the technology's ability to create
decentralized autonomous organizations (DAOSs) is seen as a step towards more
efficient, blockchain-based procedures without centralized authority (Gillpatrick et
al., 2022).

On the other hand, critics express reservations about the rapid integration of
blockchain into the audit profession. Shbail et al. (2023) highlight the potential
disruption and "technostress" faced by auditors during the adoption of blockchain,
emphasizing the importance of understanding user attitudes and intentions. The
skepticism is grounded in concerns about the relevance of current auditing
standards to new technologies, including blockchain, as reported by auditors who
find existing standards too vague and challenging to apply (Gauthier & Brender,
2021). Brender et al. (2023) argue that even permitted blockchains, where trusted
parties are preselected, may suffer from collusion between participants, raising
doubts about technology’s infallibility. The absence of auditing protocols for
blockchain introduces uncertainties, as auditors must bridge the digital and physical
worlds to ensure the correctness, completeness, and economic substance of
transactions (Brender et al., 2023).

5. IMPLICATIONS AND CONCLUSION

5.1 Implications and Future Research Directions:

The research conducted revealed significant inadequacies in the practical
knowledge and regulatory framework surrounding Fourth Industrial Revolution
(41R) technologies within the field of internal auditing. Notably, there is a scarcity
of legislation, professional standards, auditing software, and clear guidelines
tailored to address the diverse risks posed by digital applications. This lack
highlights the necessity for further research and development efforts in internal
auditing to effectively navigate the challenges arising from the integration of 4IR
technologies. Furthermore, the study emphasized the critical need for updated
legislative environments, professional standards, and audit evidence guidelines that
align with the rapid advancements in digital technologies. Addressing these gaps is
crucial to enhancing the efficacy of internal audit processes in the digital era,
ensuring they remain relevant and practical amid technological evolution. Another
identified research gap concerns the limited understanding and exploration of smart
contracts within auditing practices. There is a lack of comprehensive insight into
current and future trends regarding the utilization of smart contracts, as well as an
absence of robust methodologies for technology acceptance studies related to their
adoption and performance in auditing contexts. Furthermore, the optimal
composition of multidisciplinary audit teams required to navigate the complexities
introduced by smart contracts remains inadequately explored. Addressing these
gaps through empirical studies and interdisciplinary research efforts is crucial for
advancing the practical understanding and integration of smart contracts into
auditing practices.
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Moreover, the authors identified a gap in the literature concerning the utilization of
blockchain technology to enhance control activities within organizations.
Traditional control frameworks, such as the three lines model, are deemed to have
limitations in executing risk and control duties, prompting the need for innovative
solutions like the BBCF prototype.

The absence of an effective control environment in the current scenario highlights
the potential for blockchain technology to transform the process of control activities
by providing a centralized repository of information, streamlining various steps and
control executions, and facilitating transparent access to data for all participants on
the blockchain. To address the limitations and improve the overall performance of
control activities within organizations, it is essential to conduct further research on
the practicality and efficacy of incorporating blockchain technology into existing
control frameworks.

Future research in the age of Fourth Industrial Revolution (4IR) technologies
necessitates a more in-depth examination of individual digital innovations and their
effects on auditing processes. Previous studies have paved the way for a more
focused exploration of each technology within the 4IR spectrum, including the
development of tailored auditing software and the establishment of clear legislative
and professional standards. By addressing these identified gaps, future research has
the potential to significantly influence the evolution of internal audit practices in
response to advancements in digital technology.

Moreover, there is a growing emphasis on the need for research to advance our
understanding of the use of smart contracts in auditing. Future research directions
highlight the importance of analyzing additional audit procedures to mitigate
emerging risks associated with smart contracts. Key areas for further exploration
include determining optimal regulatory boundaries, assessing the performance
impact of smart contract adoption, and conducting studies on technology
acceptance. Interdisciplinary research is also crucial, emphasizing the need to
incorporate information technology professionals into audit teams to navigate the
complexities introduced by smart contracts effectively.

Additionally, the authors emphasize the importance of implementing and
evaluating blockchain-based control frameworks (BBCF) in various industries and
contexts. Future research efforts should focus on assessing the potential benefits
and limitations of the BBCF prototype, as well as its impact on audit and control
practices, and the role of regulators in promoting the adoption of blockchain
technology in governance and control activities. By focusing on these areas, future
research has the potential to shape the trajectory of internal auditing practices and
governance mechanisms in the digital age.

5.2 Conclusion:

The integration of blockchain technology with auditing practices presents a pivotal
moment in the development of the audit profession. This study examines the
multifaceted implications of blockchain, highlighting its transformative potential,
practical challenges, and cautious skepticism.

Proponents of blockchain technology extol its ability to improve transparency,
efficiency, and trust in auditing processes. With features such as decentralization,
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cryptographic security, and immutability, blockchain offers the potential to
revolutionize intermediary activities like auditing and control procedures. The
establishment of blockchain-specific standards is critical to ensuring consistency
across CPA firms and enhancing the reliability of data stored within blockchain
systems. Furthermore, the technology's capacity to streamline operations, reduce
transaction times, and facilitate decentralized autonomous organizations suggests a
shift towards more efficient and reliable audit methodologies.

However, advocates' optimism for incorporating blockchain into auditing is met
with skepticism from critics. Skeptics raise concerns regarding the disruptive nature
of blockchain adoption, the adequacy of existing auditing standards in light of
emerging technologies, and the reliability of technology, particularly in
permissioned blockchains. The lack of clear auditing protocols for blockchain
creates complexities, necessitating auditors to navigate the convergence of the
digital and physical worlds to guarantee the accuracy and integrity of financial
transactions.

The research emphasizes the need for auditors to adopt a balanced approach
towards integrating blockchain technology into their practices. To benefit from this
technology while addressing its challenges and risks, auditors must be proactive in
understanding, adapting to, and innovating with it. Collaboration among
stakeholders, such as regulatory bodies, standard-setting organizations, and
industry practitioners, will be crucial in developing comprehensive frameworks,
standards, and guidelines for the evolving blockchain environment.

The adoption of blockchain technology into audit practices marks a significant
milestone in the profession's evolution. By embracing innovation while upholding
the core principles of transparency, integrity, and accountability, auditors can
harness the power of blockchain technology to enhance the overall effectiveness
and credibility of audit processes in the digital era.
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